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E-commerce cashback platform
ShopBack has been fined $74,400
by Singapore’s data privacy watch-
dog for a data breach that affected
more than 1.4 million of its custom-
ers. 

ShopBack’s customer database
was stolen by a hacker and put up
for sale on an online forum in No-
vember 2020, the Personal Data
Protection Commission (PDPC)
said on Wednesday. 

The leaked database contained
personal information such as bank
account numbers, partial credit
card details, mobile numbers and
e-mail addresses. 

PDPC found that the hacker had
likely found the key to the database
after a ShopBack employee acci-
dentally saved the key’s software
code in an online repository. 

At the time of the incident, Shop-
Back hosted its customer database
on virtual servers in an Amazon
Web Services (AWS) cloud envi-
ronment. It employed 12 people
whose responsibilities included
making sure that the keys to the

servers were secure. 
On June 4, 2019, a senior member

of the team accidentally saved a
key’s software code in a private re-
pository on GitHub, a platform that
lets developers store and manage
their code. The key in question had
full administrative privileges.

The error was discovered by a
team member two days later and
the key’s code was removed from
GitHub. 

“However, it remained viewable
in GitHub’s ‘commit history’, which
records all changes and previous
versions of code uploaded on GitH-
ub,” said PDPC in its report. 

On June 21 of that year, the key
was to be deleted and replaced by a
new key as part of routine security
measures. 

The same employee, however,
failed to fully disable and remove
the old key after creating a new
one. As a result, the compromised
key could still be used to access
ShopBack’s servers until about 15
months later. 

On Sept 9, 2020, a hacker used
the key to steal data from Shop-
Back’s customer storage servers.

These included the e-mail ad-

dresses of about 1.4 million users,
840,000 names, 450,000 mobile
numbers, 300,000 bank account
numbers, and the partial credit
card information of about 380,000
users. 

During a routine security review
about a week later, ShopBack dis-
covered that its servers had been
breached and hired a private foren-
sic expert to investigate. 

In its report, PDPC found that
ShopBack had failed to ensure that

its processes to manage the keys to
its servers were sufficiently robust.

It said: “(ShopBack) claimed that
the compromise of the AWS key
arose from human error, and not
because of any systemic issue with
its security practices.

“This position is not accepted...
Organisations cannot place sole
reliance on their employees to per-
form their duties properly as a se-
curity arrangement to protect per-
sonal data. There must be some

process to ensure that the step re-
quired from the employee is taken,
such as independent verification
by another checker.”

PDPC added that ShopBack also
failed to conduct periodic security
reviews, which could have detect-
ed whether the AWS keys had been
properly rotated or deleted. 

But PDPC noted that ShopBack
took immediate steps to contain
the data breach, such as by revers-
ing all the changes made by the
hacker and triggering a forced lo-
gout and password reset of all cus-
tomer accounts. 

To prevent the incident from
happening again, ShopBack
stepped up the monitoring of logs
to ensure any unauthorised access
would be detected.

In determining what financial
penalty to impose, PDPC said it
considered the “long period” of 15
months the key was exposed, but
took into account that ShopBack
had taken prompt remedial actions
and acknowledged its failure. 

From October 2022, the maxi-
mum amount that a company can
be fined for a data breach is 10 per
cent of its annual turnover in Sin-
gapore, or $1 million, whichever is
higher. 

Previously, organisations that vi-
olated the Personal Data Protec-
tion Act would face a financial pen-
alty of up to $1 million.

A ShopBack spokesman said in
response to queries from The
Straits Times that the company
fully respects PDPC’s decision, and
that the security of its systems and
users’ data “remains of utmost im-
portance to us”.

The spokesman added: “Over
the past three years, ShopBack has
made significant enhancements to
our security protocols and systems
and has been recognised by the
Cyber Security Agency of Singa-
pore for our good security practic-
es since October 2022.”
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With a divorce looming in 2019, Ms
Celeste Ling Yueh Er was worried
that she would lose custody of her
three children as she had been un-
employed for more than four years.

She became a housewife in 2014,
just before her third child was
born.

When her marriage began to
break down in 2019, Ms Ling – who
had a diploma from Temasek Poly-
technic then – had just started
work as a waitress at a restaurant,
earning $10 an hour. 

After almost six months at the
restaurant, she was transferred to a
new cafe in the NUHS Tower Block
at National University Hospital.

She interacted with the various
healthcare professionals she
served at the cafe and, inspired by
these conversations, she decided
to leave the food and beverage in-
dustry and make a leap into health-
care at the age of 37.

Today, Ms Ling, 41, is studying for
a master of business administra-
tion (MBA) offered by the Univer-
sity of Birmingham through the
Singapore Institute of Manage-
ment (SIM) and will graduate later
in 2023. 

She is also one of three recipients
of the SIM Chairman’s Award for
Resilience.

“At my age, I wanted more stabil-
ity in life. And I thought, ‘How far
can I go as a waitress?’” she told
The Straits Times.

“I have always believed that edu-
cation can change your life. Even if
you start late, never stop learning.”

After leaving her waitressing job,
she became a service team leader
at the outpatient clinic in Alexan-
dra Hospital in May 2020.

In this administrative position,
Ms Ling gained confidence in her
potential and started seriously
considering getting an MBA.

However, she did not meet the
criteria for sponsorship by Alexan-
dra Hospital, which included two
years of employment there. She
had completed just one year of ser-
vice.

Furthermore, without a degree,
she needed two testimonials from
her superiors to support her appli-
cation for admission into the MBA
programme.

Because of Ms Ling’s commen-
dable work ethic and potential, the
hospital’s chief executive, Asso-
ciate Professor Jason Phua, and the
senior nurse manager wrote con-
vincing testimonials for her. 

These testimonials helped her
secure a place in the MBA pro-
gramme, which started in July
2021. Ms Ling’s mother helped her
pay the fees for the programme. 

The SIM award celebrates the
achievements of students who

have overcome personal setbacks
and adversities while showing ex-
ceptional performance in their
academic pursuits and work.

Recipients are awarded $3,000
each, funded by Ms Euleen Goh,
chairman of the governing council
of SIM and SIM Group.

Another recipient of the award is
Mr Terence Tian, 29, who took a
longer route than most in his jour-
ney towards a degree.

His father’s sudden death just
before he collected his GCE O-level
results in 2011 impacted his family
deeply.

He failed his science and mathe-

matics examination papers, and
was determined to retake the ex-
ams to increase his post-secondary
study options.

Despite his best efforts, he did
not secure a place in the polytech-
nic course of his choice. 

He then enrolled in the Institute
of Technical Education (ITE) Col-
lege Central in 2013, where he pur-
sued a Higher Nitec in business ad-
ministration. 

Although he was initially re-
served and disappointed about his
two failed O-level attempts, Mr
Tian decided to honour his late fa-
ther by making the best of his time

in ITE.
“I was driven by the commitment

to fulfil the promises I made to my
late father,” he told ST.

He did well enough to go on to
Temasek Polytechnic, where he
graduated with a diploma in busi-
ness administration and manage-
ment in 2018.

He then opted to enrol in a part-
time degree programme at SIM
while working. This was to help re-
lieve his mother’s financial burden
as she was the family’s sole bread-
winner.

Though balancing a full-time job
and studies meant sacrificing a lot

of time, Mr Tian persevered and
graduated with a bachelor of busi-
ness (management) offered by
Australia’s RMIT University
through SIM in 2022.

He now works as a senior human
resources and administrative exec-
utive and plans to further his stud-
ies.

The third recipient of the SIM
award is Ms Nur Dyana Tambunan,
25, who completed the bachelor of
applied science (aviation) (top-up)
programme offered by RMIT Uni-
versity through SIM in 2022.
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A total of 348 suspected scam-
mers and money mules aged be-
tween 15 and 79 are being inves-
tigated over their alleged invol-
vement in scams where victims
lost more than $13.2 million, the
police said on Friday.

The suspects – 235 men and
113 women – are believed to
have been involved in more
than 1,400 cases of scams main-
ly comprising job, phishing, in-
vestment, government officials
impersonation, e-commerce,
and Internet scams.

Police said the alleged offen-
ders were nabbed in a two-week
operation conducted by officers
from the Commercial Affairs
Department and the seven po-
lice land divisions. 

The suspects are being inves-
tigated for the alleged offences
of cheating, money laundering,
or providing payment services
without a licence. 

The offence of cheating car-
ries a jail term of up to 10 years
and a fine. The offence of mon-
ey laundering carries a jail term
of up to 10 years, a fine of up to
$500,000, or both. 

The offence of carrying on a
business to provide any type of
payment service in Singapore
without a licence carries a fine
of up to $125,000, an imprison-
ment term of up to three years,
or both.

The police reminded the pub-
lic to always reject requests by
others to use their bank account
or cellphone lines as they will be
held accountable if these are
linked to crimes. 

For more information on
scams, members of the public
can visit www.scamalert.sg or
call the anti-scam hotline on
1800-722-6688.

348 people
being probed
for alleged
link to over
1,400 cases
of scams

Fatimah Mujibah 

fatimah@sph.com.sg

THE STRAITS TIMES

STOP
SC MS

The number of scams reported 
in Singapore has risen sharply 

over the years.
THE STRAITS TIMES

has launched a STOP SCAMS 
initiative to create awareness 
and alert people to how they 

can protect themselves.

For more on scams, go to: str.sg/stopscams

A woman who caused a ruckus
during a trial in a district court in
2021, and spat at police officers
who arrested her a year later, was
on Friday given five weeks’ jail for
insulting a judge. 

This is in addition to an eight-
week jail sentence meted out on Ju-
ly 25, over the spitting incident and
repeatedly failing to obey orders
from the authorities even though
she was legally bound to do so.

Tarchandi Tan, 53, who is now
serving her earlier sentence, ap-
peared in court via video-link on
Friday and pleaded guilty to a ha-
rassment charge involving District
Judge Eddy Tham.

One charge under the Miscella-
neous Offences (Public Order and
Nuisance) Act was considered dur-

ing sentencing.
Deputy Public Prosecutor Hi-

dayat Amir told the court that Tan
subscribes to a theory that she is a
“sovereign” individual over whom
the government, including that of
Singapore, has no inherent power
without her consent.

The Singaporean woman, who
used to be known as Lee Hui Yin,
had attended the 2021 trial of Brit-
on Benjamin Glynn, who had been
caught not wearing a mask in pub-
lic amid the Covid-19 pandemic.

Tan was acquainted with Glynn
as a fellow member of a commun-
ity that shared similar views on be-
ing a “sovereign” individual.

She was seated in the gallery
with at least 18 other people in the
midst of his trial when a security
officer told her to put her mask on
properly, as it was slightly below
her nose. 

She became irate and exclaimed:
“This is ridiculous kangaroo

court... The kangaroo court re-
quires me to wear a mask... I do not
respect the judge.” 

She also shouted at the security
officer and refused to leave the
courtroom, but was escorted out
around 10 minutes later.

As part of subsequent police in-
vestigations into this incident, Tan
was ordered to turn up for an in-
terview at Central Police Divisional
Headquarters on Aug 10, 2022.

However, she did not do so and
was also a no-show at the State
Courts the following month.

A group of police officers went to
her Bukit Batok home after a war-
rant of arrest was issued against
her on Nov 10, 2022. 

Tan was in a police car when she
spat at two of the officers’ faces.

Besides receiving an eight-week
jail sentence in July 2023 for these
offences, Tan was ordered to pay a
fine of $4,200, failing which she
will have to spend an additional 21
days behind bars.

On Friday, DPP Hidayat said that
a doctor from the Institute of Men-
tal Health found that Tan has resid-
ual symptoms of schizophrenia.

The doctor also stated in his re-
port that her sovereign ideas are
not part of a delusion.

On Friday, the DPP asked for her
to be given between six and eight
weeks’ jail, saying: “It is egregious
that the victim in question is a dis-
trict judge... Judicial officers are
unique in their roles in going be-
yond merely enforcing the law to

being guardians of the rule of law
and arbiters of justice.

“It follows that they reasonably
do and ought to command the
highest levels of respect from the
ordinary members of public, let
alone those physically present in
court proceedings.”

Tan, who was not represented by
a lawyer, said she had apologised to
the judge. 

She added: “I have a right to free
speech... There was no injury... My
intention was not to cause hurt...
There was no contract for me to
wear a mask, or vaccinate, or keep
quiet in court.”

Tan also said that she believed
that she was standing up for the
people.

Separately, Glynn, then 40, was
jailed for six weeks in 2021. He was
later deported and barred from re-
entering Singapore.
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